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MPS1331:

Retention of  
medical records

Records management

Good records management is essential for the continuity 
of care of your patients, and can reduce the risk of adverse 
incidents through misplaced or untraceable records. 
Problems with medical records – lack of accessibility, 
poor-quality information, misinformation, poorly organised 
notes, misfiling, and many others – are known to lie at 
the root of a high proportion of adverse incidents. 

It is good practice for every healthcare organisation to 
have a records management policy in place. An 
individual should be nominated as the person 
responsible for reviewing the policy on a regular basis 
and ensuring it is up-to-date with legislative 
requirements. Familiarise yourself with the following two 
record management standards: 

■■ �ISO standard ISO/IEC 27002: 2005 – which contains 
information on security issues such as staff 
responsibilities and training, premises, business 
continuity, protocols and procedures, email and 
internet usage policies and remote access. This 
standard has been approved for use in South Africa 
as SANS 27002:2008.

■■ �ISO 27799: 2008 – Health Informatics: Information 
Security Management in Health – which contains all 
the relevant guidance in ISO/IEC 27002 as it relates 
to the healthcare sector.

See the Further Reading section for more information.

In terms of section 19 of the Protection of Personal 
Information Act 4 of 2013 you must ensure the integrity 
and confidentiality of the personal information under your 
control. This means that you must take appropriate, 
reasonable technical and organizational steps to prevent 
loss, damage or the unauthorised destruction of 
personal information or the unlawful access to or 
processing of information. The implementation of the 
abovementioned ISO management standards would be 
an appropriate step.

Retention

The HPCSA offers the following guidance on the 
retention of medical records:

■■ �Records should be kept for at least six years after 
they become dormant. 

■■ �The records of minors should be kept until their 21st 
birthday. 

■■ �The records of patients who are mentally impaired 
should be kept until the patient’s death. 

■■ �Records pertaining to illness or accident arising from 
a person’s occupation should be kept for 20 years 
after treatment has ended. 

■■ �Records kept in provincial hospitals and clinics 
should only be destroyed with the authorisation of 
the Deputy Director-General concerned. 

■■ �Retention periods should be extended if there are 
reasons for doing so, such as when a patient has 
been exposed to conditions that might manifest in a 
slow-developing disease, such as asbestosis. In 
these circumstances, the HPCSA recommends 
keeping the records for at least 25 years. 

■■ �The cost and space implications of keeping records 
indefinitely must be balanced against the possibility 
that records will be found useful in the defence of 
litigation or for academic or research purposes.

■■ �Statutory obligations to keep certain types of records 
for specific periods must be complied with. 

HPCSA, Guidelines on the Keeping of Patient Records 
(2008), para 9.

In terms of the Protection of Personal Information Act 4 
of 2013, records of personal information must not be 
retained any longer than is necessary for achieving the 

All healthcare professionals should appreciate the value of keeping accurate, detailed medical records for 
each patient. However, many doctors are unaware of how to manage medical records and do not know 
when it is permissible to dispose of them. This factsheet outlines the principles for retaining medical records.



This factsheet provides only a general overview of the topic and should not be relied upon as definitive 
guidance. If you are an MPS member, and you are facing an ethical or legal dilemma, call and ask to speak 
to a medicolegal adviser, who will give you specific advice.

MPS is not an insurance company. All the benefits of membership of MPS are discretionary as set out in the 
Memorandum and Articles of Association. The Medical Protection Society Limited. A company limited by 
guarantee. Registered in England No. 36142 at 33 Cavendish Square, London, W1G 0PS.
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For medicolegal advice please call us on:

0800 982 766 (toll free) 
or email us at: 

medical.rsa@mps-group.org
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purpose for which the information was collected and 
processed unless you are obliged to do so in terms of 
your professional rules of practice or you are contractually 
obligated to do so (see section 14 of the Act).

Disposal of medical records

An efficient records management system should include 
arrangements for archiving or destroying dormant 
records in order to make space available for new 
records, particularly in the case of paper records. 
Records held electronically are covered by the Electronic 
Communications and Transactions Act, which specifies 
that personal information must be deleted or destroyed 
when it becomes obsolete.

A policy for disposal of records should include clear 
guidelines on record retention and procedures for 
identifying records due for disposal. The records should 
be examined first to ensure that they are suitable for 
disposal and an authority to dispose should be signed 
by a designated member of staff.

The records must be stored or destroyed in a safe, 
secure manner. If records are to be destroyed, paper 
records should be shredded or incinerated. CDs, DVDs, 
hard disks and other forms of electronic storage should 
be overwritten with random data or physically destroyed.

Be wary of selling or donating second-hand computers 
– “deleted” information can often still be recovered from 
a computer’s hard drive.

If you use an outside contractor to dispose of patient-
identifiable information, it is crucial that you have a 
confidentiality agreement in place and that the 
contractor provides you with certification that the files 
have been destroyed.

You should keep a register of all healthcare records that 
have been destroyed or otherwise disposed of. The 
register should include the reference number (if any), the 
patient’s name, address and date of birth, the start and 
end dates of the record’s contents, the date of disposal 
and the name and signature of the person carrying out 
or arranging for the disposal.

Protecting paper records

Paper records can be easily damaged by moisture, 
water, fire and insects. As paper records are 
irreplaceable, it’s a good idea to carry out a risk 
assessment to identify ways in which to safeguard them. 
If you keep a large quantity of paper records, you must 
ensure there are systems in place to protect them in 
case of fire, flood, or other circumstances that could 
damage the records. 

You must ensure you install smoke and fire alarms to 
allow you to act quickly in the event of a fire breaking 
out. Water sprinkler systems can damage electronic 
equipment so install chemical fire extinguishers to 
protect your paperwork. 

Avoid storing archives of paper records in a basement 
as they are prone to flooding –  
instead, store records above floor level and ideally on a 
high shelf.

It is also important to conduct regular inspections of 
your premises and have control measures carried out by 
experts to keep damaging insects and rodents at bay.

Protecting electronic records

Electronic records should be regularly backed up and 
the back-up disk should be kept at a secure off-site 
location. Do not be tempted to keep your computer 
back-up drive in a fire-proof safe – if a fire breaks out, it 
can melt. Instead, use secure off-site storage wherever 
possible. If you have sprinklers in areas that house 
computers which contain electronic copies of medical 
records, put waterproof covers on the computers before 
going home at night. 

Further reading

■■ ISO standards for record management –  
	 www.iso.org/iso/store.htm 

■■ Electronic Communications and Transactions Act 	
	 2002 – gov.za

■■ �Medical Protection Booklet, Guide to Keeping 
Medical Records in South Africa (2011) –  
medicalprotection.org/southafrica  

■■ �HPCSA, Guidelines on the Keeping of Patient 
Records (2008) – hpcsa.co.za

Parts of this factsheet are based on the booklets Medical Records  
and Medical Records in South Africa: an MPS Guide authored by 

Sandy Anthony.
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