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Confidentiality —
general principles

Advice correct as of May 2014

Putting members first

Confidentiality is at the centre of maintaining trust between patients and doctors. As a doctor, you have
access to sensitive personal information about patients and you have a legal and ethical duty to keep this
information confidential, unless the patient consents to the disclosure, disclosure is required by law or is
necessary in the public interest. This factsheet sets out the basic principles of confidentiality.

General principles

Data relating to an identifiable individual should be held
securely. The Privacy Commissioner for Personal Data is
responsible for the enforcement of the Personal Data
(Privacy) Ordinance (Cap 486). One of the data protection
principles in the Ordinance says: “All practicable steps
shall be taken to ensure that personal data...held by a
data user are protected against unauthorized or
accidental access, processing, erasure or other use.”

S.1.1.3 of the Medical Council of Hong Kong’s Code of
Professional Conduct (January 2009) — or the Code

— says: “All doctors have the responsibility to maintain
systematic, true, adequate, clear and contemporaneous
medical records.” Further, s.1.1.4 of the Code says: “All
medical records should be kept for such duration as
required by the circumstances of the case and other
relevant requirements.” Medical records may serve a
medicolegal purpose and therefore it is legitimate to
continue to keep records of a patient even if they will not
be used for the purpose of medical consultation.

Transfer of medical records

According to s.1.3.1 of the Code, it is the responsibility
of any doctor who is intending to cease practising
medicine to ensure that patients’ medical records are
appropriately handled and preserved. The medical
record — or a copy of it — may be given to the patient, if
appropriate, or it could be transferred to another doctor
who is sufficiently competent to treat the patient. To notify
the patient of this change, s.1.3.2 of the Code says:

“The patients should be informed of the change of
circumstances and the arrangements that have been
made in respect of their medical records by reasonable
means including:

(@) notifying each patient individually, either verbally or in
writing;;
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(b) publishing a public announcement in the
newspapers; or

(c) displaying prominent notices in the practice
premises.”

The doctor in receipt of the medical records is
responsible for informing the patient of the transfer —
either if the patient enquires or when the patient attends
the practice. The patient must then also give consent to
the doctor taking custody of the records.

Disclosure

When disclosing information in any of the situations

outlined below, you should ensure that the disclosure is
proportional — anonymised if appropriate — and includes
only the minimum information necessary for the purpose.

Consent to disclose

Before disclosing any information about a patient to a
third party, you should seek the patient’s consent to the
disclosure. Consent may be implied or express, e.g.
most patients understand that information about their
health needs to be shared within the healthcare team
providing care, and so implied consent is adequate in
this circumstance. Express consent is needed if patient-
identifiable data is to be disclosed for any other purpose,
except if the disclosure is required by law or is necessary
in the public interest.

Valid consent

In order for consent to disclosure to be valid, the patient
needs to be competent to give consent, and provided
with full information about the extent of the disclosure.
Adult patients are assumed to be competent, unless you
have specific reason to doubt this. When taking consent
for disclosure of information about a patient, you should
ensure the patient is aware of what data will be
disclosed, and to whom.
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Disclosure without consent

In some circumstances, you are obliged to disclose
information to comply with the law or to prevent serious
harm to the patient or others. In such cases, you should
disclose the information — even if you do not have the
patient’s consent. But s.1.4.3 of the Code warns that
before doing so, you must carefully consider the
arguments for and against the disclosure and be able to
justify your decision.

For more information on disclosures without consent,
see the MPS factsheet Confidentiality: Disclosures
without Consent.

Patients lacking capacity

When it comes to making a decision regarding
disclosing confidential information about a patient who
lacks capacity, you must act in the patient’s best
interests. You should also consider the views of anyone
the patient has asked you to consult, or who has legal
authority to make a decision on the patient’s behalf.

After a patient has died

Your duty of confidentiality to your patient remains after
death. In some situations, such as a complaint arising
after a patient’s death, you may discuss relevant
information with the family, especially if the patient was a
child. If you reasonably believe that the patient wished
that specific information should remain confidential after
death, or if the patient has asked that certain information
be kept confidential, you should usually respect that wish.

Medicolegal and membership enquiries

T 800 908 433 (Freecall)
E querydoc@mps.org.uk T

F

For medicolegal advice outside normal

JSM - Solicitor
(2) 843 2211 T (2) 803 3688 or F (2) 848 6333
(2) 845 9121

Under common law, the personal representative of the
deceased (i.e. either the executor of the will or the
administrator of the estate) is entitled to access to
relevant parts of the deceased’s medical records.
Records of a deceased patient should also be disclosed
where they are required by the coroner.

Further information

Medical Council of Hong Kong, Code of Professional
Conduct (Part 2A, pages 10-14 — www.mchk.org.hk

The Privacy Commissioner for Personal Data,
Personal Data (Privacy) Ordinance (Cap 486) —
www.pcpd.org.hk

Hong Kong Medical Association, Patients’ Rights and
Responsibilities — www.hkma.org

Mental Health Ordinance (Cap 136) —
www.legislation.gov.hk

Principal advisers - during office hours:
Mayer Brown

Howse Williams Kennedys
Bowers T (2) 848 6300

This factsheet provides only a general overview of the topic and should not be relied upon as definitive

guidance. If you are an MPS member, and you are facing an ethical or legal dilemma, call and ask to speak

working hours please call:
+44 113 243 6436

to a medicolegal adviser, who will give you specific advice.
MPS is not an insurance company. All the benefits of membership of MPS are discretionary as set out in the

Memorandum and Articles of Association. The Medical Protection Society Limited. A company limited by

or email us at: querydoc@mps.org.uk

www.medicalprotection.org

Image © Guinay Mutlu / iStockphoto.com

guarantee. Registered in England No. 36142 at 33 Cavendish Square, London, W1G OPS.
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