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1 Why use Encrypted emails?

MPS recognises the importance of protecting individuals’ personal data and the responsibility we
all have in ensuring the security of the data we hold. Using a secure email solution provides an
added layer of protection to minimise the risk of interception and misuse of confidential and
sensitive information.

In April 2015, MPS introduced further protection measures for the email correspondence we have
with our members, representatives and other organisations.

MPS uses two forms of email encryption: Transport Layer Security (TLS) and a secure
messaging portal named OneWorld.

If TLS is enabled on your email server, emails will be delivered directly to your email inbox.
However, if your email server/provider is not currently TLS enabled, you may be re-directed to a
secure messaging portal to retrieve messages and any attached documents from MPS.

This document provides guidance on how to retrieve messages and use the portal to
communicate with MPS.

Visit www.medicalprotection.org/enabling-encrypted-emails for more information about our email
encryption solution.
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2 Activation and Login

2.1 ACTIVATING YOUR NEW ONEWORLD ENCRYPTED MESSAGES
ACCOUNT

2.1.1 The first time you receive an encrypted message from OneWorld, you will receive a
notification email with instructions on how to activate an account in order to view the

message. Open this activation email. You will be directed to the secure email portal
activation screen.

Secure Email Portal MPS 0

i@mps.org.uk has sert you an encrypted message via Secure Email Portal. You have 90 day(s) left to collect this message before it expires.
s  Subject: Demonstratior

*  Sent: March 20, 2015 11:54:40 AM, GMT
« Expires: June 18, 2015 12:54:40 PM, BST

To view this message, click the link below and use your activation code to create a Secure Email Fortal account. Once you've created your account, you can view your
messages yol u@mps.org.uk directly from your Secure Email Portal account:

+ LCmail: learningi@mps.org.uk
* Activation Code: e92a4bbs

Click here to create your account and read your message.

For Secure Email Portal online hzlp, visit htp:www medicalprotection.orgfenabling-encrypted-emails

2.1.2 Click on the blue activation link to create an account and view your message.

2.1.3 After clicking the activation link you will be directed to the OneWorld Encrypted Messages
activation page in a new browser window.

Secure Email Portal M PS O

* Indicates 3 requircd fiekd

Enter Your Activation Information

Szlect languzge | | nalish [Iinitad Wrares) j
T FirsL Mams
¥ Lasl Mame:

= Emzil Address |toxy layegdotinternet com

*= Activation Code .I'Fr.iﬂi Ep
Crcate a Password
* 'asswerg:
I*aszword Ltrencth:
= Contirm Passweord:
knd User License Agreement
™ | By using Secuie Em=il Furlal, you duiee Lo Lhe End User License Aygieeimenl

Aalivale
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2.1.4 In the Enter Your Activation Information section, enter your first and last name, check that
your email address and OneWorld encrypted messages activation code have been
prepopulated into the appropriate fields.

2.1.5 Inthe Create a Password section, enter a password and then re-enter the password in the
Confirm Password field.

2.1.6 Please read the End User License Agreement (EULA). Once you have read the
agreement place a tick in the checkbox to indicate that you agree to the EULA.

2.1.7 Click Activate and an "Activating Your Account” message will appear. Note: Activation
may take several minutes. Once the activation is completed successfully, you will be
automatically directed to your encrypted message.

2.1.8 Please note: Once you've activated your account, you can use your email address and
password to log in to view any additional encrypted messages you may receive.

2.2.1 From your notification email, click the link to your encrypted message. The OneWorld
Encrypted Messages login page appears in a new browser window.

¥our Secure Email Portal account has been activated. Please enter yvour email address and password to login.

Select language: English (United States) ;I
Email Address: l ™ Remember my email address
Password: I Forgot your password?
Login
Help
By using Secure Email Portal, you agree to the terms of the End User License Agreement.

2.2.2 Inthe Password field, enter your OneWorld Encrypted Messages password.

2.2.3 Click Login and a Logging On Please Wait... message will appear. Once you have logged
in successfully, you will be automatically directed to your OneWorld Encrypted message
inbox.

Please note: For security reasons you will be logged out of your OneWorld account after 5
minutes of inactivity. This is to ensure the highest security. If you are logged out you will be asked
to re-enter your log in details.
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3 Opening and Saving your Message

3.11

Click on the message you want to open. (Once a message has been opened click the
Inbox tab to go back to the front screen.)

elete tmarch | Fow Niker | Sort[ ¥ fecewed |
Lo Coats En
I Sent .
B T P calacon, Milenz
_MPS-Echowon-Encrypt] Fleasc call me as 5oom 32 you sec this
Taglith [lkmitad Seates] | -

F Colacon), Miler 2
M Crhneenrs Cnonype] radent's medical rerard
P Colovcin, il
[MPS-EchowoncEnaypt] Expert report attached

B ralaeeal, Milers
MPS-Echievonx-Enonypl] ImparLan'. case currespondaney allaced

Please note — It is important that you save any messages and attachments as they will be
automatically deleted after 30 days. It is best practice to save the required information as soon as
possible after first reading however you will receive notification emails reminding you that emails
are due to be deleted.

3.2.1

3.2.2

To save a message, click to open an encrypted message and click the save icon at

L

the top of the tool bar. The save message page will then appear as below: Save
_Es_r Lampose Bmmﬁ”m ;’_ 35
| - Inbos |
W Select the “le farmat you went - save the message as
KN sam & mcg (Midrosaft Outlook)
B Trash U4 eml {Mirrasntt Cifienk Tvpreaas ani Wincows Maily
Lnglist (Jmited tizizs) [7] ¥ [Flalr rext

F Mete: Dnly the header and bady of yniur messzge will he saved in plein text { o) farmak. TF your message bas =ny attachments, open the attachments and save them
separataly.

+.pAf {PDF) Prssaard: B |
F Warning: D2 nul ose Lhe password for Lhis Encypled 20F copy. Once Josl, L cannol b pecogereal.

Sack Lo Mailbux Save

Please note — A password is not mandatory if saving the email as a PDF document and
it's recommended that you do not use this function. Attachments are embedded within the
PDF when it is saved.

To save the email and attachments first select the desired file format. Click Save.
When the open/save message appears, click the drop down arrow on the save
button and select Save as, then select the folder in which you wish to save the email on
your computer. Please note — If you click Save rather than Save as, the message will be
saved to your default Downloads folder. It is your responsibility to keep your own
information secure once the email has been saved from the portal.

Save

: % A Seue
Cio you want 1o open or save example+ secure - message.msg “rom ex-uk.ips emailprivacy net? |

Save az
Save x Save and open

Oper
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4 Replying, Printing and Deleting Messages

4.1 REPLYING TO A MESSAGE

4.1.1 To reply to a message open an encrypted email and click on the reply icon in the top
tool bar. The Reply page appears with the sender's email address in the To: field. #¥
Type your message as required. To add attachments click the Add attachment button and
browse your own folders to select the correct file(s). Please note — You can only attach 5

files to a portal email.
X 1 = £
Options

Cancel Save To Drafts  Send

From:
To:
Subject: Re: [MPS-Echoworx-Encrypt] Confidential information - please keep safe
Attachments: | Add attachment Impartance:
Marmal
FontFamily ~ FoniSizes ~ Lk B I YU § x X A+ A
Q
S.E.EE T EE=EE @ — & 4
H =

Type in your message here

4.2 DELETING A MESSAGE

4.2.1 To delete a message from the Inbox view, place a tick in the tick box next to the
email(s) to be deleted. Click the Delete icon in the toolbar at the top of the window ...
and the selected message(s) will be moved to the Trash folder. Please note — There
is also a Delete icon in the toolbar at the top of an opened email.

2 P m T 3

L
‘ Bl [nbox

Delete Search | Move | Filter | Sort[ w Received ]
E Drafts -
KN sent -
m Trash P
Example secure message
4.2.2 To permanently delete your emails click into the Trash folder and then [ Py Trash )

click on the Trash icon within the white circle. Confirm the deletion and
all emails will be removed from the Trash folder. Please note — You can delete messages
individually by ticking next to the desired message and then clicking Delete in the toolbar.
Messages will automatically be deleted after 30 days and cannot then be retrieved.

Messagn fom wrbpage [ﬂ“

'e Mre you sure you wanl W penmaneely delele this migsssge?

(=]8 J Cancel
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4.3 PRINTING A MESSAGE

Please note — It is advisable to save your messages and attachments before printing. It printed
directly from the portal, the file will print out in small text and may be difficult to read. However if it
iS necessary to print out an email from within the portal please follow the steps below:

4.3.1 Open the encrypted message to be printed and then click Print from the top tool bar. i

Example secure message
From:
To:
Cc:
Sent: April 7, 2015 12:09:05 PM, BST
Attachments: &' example.txt (1KB)

Hi

This is an example secure message for training purposes
Thanks

Andy

4.3.2 When your browser’'s Print dialog box appears select the appropriate printer settings for
your computer and then click Print.

rﬁgsl Print w

General | opﬁga

| Select Printer

<F Fax == Nitro PDF Driver 5

?3,”‘ FollowMe on LDSGPS01 {7 RECLPRTO1 on MPSNT12
== Microsoft XPS Document Writer

4 [ 1 3

[ Location: Victoria House
Comment: Print/release virtual printer Find Printer...

' Page Range
@Al Number of copies: 1 =
Selection Current Page
() Pages: 1 Collate
[ : : : 111 92| 313
Enter either a single page number or a single 1 e =7 1
page range. For example, 5-12
Print l l Cancel Apply
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5 System Options

5.1 ACCESSING SYSTEM SETTINGS

511

To access the system settings click the Options tab from the right hand side of the — £¥
top toolbar to open the Options page. Opfinns

B sl

Ciglish {Unitsd Staces) [7]

Cptizcns

Password Cotions

Change wilr passaorn.

Munlbe Seelbings

ST oL [noay prefCroncos anc oreate a signatc.

5.2 CHANGING YOUR PASSWORD

5.21

5.2.2

5.2.3

5.2.4

5.2.5

Click on Password Options on the Options window to open the Change Password page.

Changa your passward.

* Curront Possworc:
* Passweond:
* Confirm Passvaord:

Fassword Smength:

Cancel | Save
In the Current Password field, enter your current password.
In the Password field, enter your new password.
In the Confirm Password field, re-enter your new password.

Click Save and your password will be changed.

5.3 MAILBOX SETTINGS

5.3.1

5.3.2

Click on Mailbox Settings on the Options window to open the Mailbox Settings page.

These settings allow you to change the number of messages per page, how messages
are sorted, create/add a signature, chose font options and alter language settings.

Opbons * Mal ox Setongs

Mailbox Settings

Messoges por page: | 10 lz‘
Sorl messuges by Lile =
In dascanding crder E

Signatura Tl rnahlz signanuee
Your signsture:

tontkamily - FontSzes A I u A
E-E-3 3 J FE E 3 B Ff. — & H =
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5.4 EXPIRED SESSIONS

5.4.1 For security reasons OneWorld will time you out of the portal after 5 minutes. If you try to
click on anything within the screen you will be re-directed to the log in screen. Re-enter
your email address and password to re-login.

If vou have already activated yvour Encrypted Message Exchange account, enter yvour email address and
password below.

Expected CSRF token not found. Session may have been expired. Please try again.

Select language: English (United States) ;l
Email Address: I ™ rRemember my email address
Password: I Forgot your password?
Login

Help

By wsing Encrypted Message Exchange, you agree to the terms of the End User License Agresment.

5.5 RECOVERING YOUR PASSWORD

5.5.1 To recover a lost/forgotten password, click Forgot your password?

on the login page. The Password Recovery page will appear. Fargotyour passuord?

5.5.2 In the Email Address field, enter your email address. A new activation code will then be
sent to your registered email address. Follow the instructions in the email to re-activate
your account.

Password Recovery

Please enter your Encrypted Message Exchange email address. You should receive an email with
instructions on how to reactivate your account shortly.

* Email Address:

| * Indicates a required field

Cancel Mext
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6 Troubleshooting and Support

| can’t log in using my username and password. What’s wrong?
For security reasons, you will be locked out of your OneWorld Encrypted Messages account if an
incorrect password is entered three times.

If this happens, please request a new password (See “5.5 Recovering Your Password”, page 10)

I understand I've been sent a OneWorld Encrypted Message but | haven’t received a
notification email. What should | do?
You should check that the notification email is not in your spam folder.

| already have an OneWorld account what do | do?

You may already have a OneWorld account from which you retrieve messages from another
organisation. If this is the case, your login and password will remain the same and you will see
messages from both organisations in your inbox. Click on the email notification and enter your
login and password as normal.

How many attachments can | include in a message?

You can send a maximum of five (5) attachments with OneWorld Encrypted Messages. If you
require more attachments, create a compressed (zip) file with all the attachments and include that
with the message.

I’ve deleted a message. Can | recover it?
Yes you can retrieve it from the trash. If you have emptied your trash bin you will no longer be
able to recover the message. Once removed from trash the message is permanently deleted.

Can | view encrypted emails on my mobile device?
Yes, the portal is available as a mobile-friendly website.
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